STATEMENT OF COMPATIBILITY

3AABNEHUE O COBMECTUMOCTU

between

meKay

Kaspersky Industrial CyberSecurity for Nodes,

Kaspersky Industrial CyberSecurity for Nodes,

product of

NPOAYKTOM

AO KASPERSKY LAB,

AO «J1abopaTtopus Kacnepckoro»,

39A/2 Leningradskoe Shosse,
Moscow, 125212, Russian Federation

125212, Poccus,, MocKBa,
JNleHnHrpagckoe woccee, a. 39A, ctp. 2

hereinafter referred to as KICS for Nodes and
“Kaspersky” respectively

B AanbHeirwem umeHyembimn KICS for Nodes u
«Jlabopartopuna KacnepcKoro» cooTBeTCTBEHHO

and

n

automated process control system {(APCS) based
on the following hardware and software
components:

e Yokogawa CENTUM VP R6

e Yokogawa Prosafe-RS R4

e Yokogawa PRM R4

e Yokogawa Exaopc R3.78 and above

e Yokogawa PACE R5

CMCTEMOW  aBTOMaTM3IWPOBAHHOIO YyMpaBieHWA
TexHonornyecknmm npoueccamu (ACY Th) Ha Haze
cAenyoLmx nporpammHo-annapaTHbIX
KOMMNOHEHTOB:

¢ Yokogawa CENTUM VP R6

¢ Yokogawa Prosafe-RS R4

o Yokogawa PRM R4

e Yokogawa Exaopc R3.78 v Bbiwe

e Yokogawa PACE R5

products of

npoayKTamu

Yokogawa Electrics CIS Ltd

000 «WUokorasa InekTpuxk CHIMN»

129110, Moscow, Samarskaya street, 1, business
center Novion

129110, Mocksa, Camapckas yauvua, 1, busHec-
LeHTp «HoBMOH»

hereinafter referred to as CENTUM VP, Prosafe-
RS, PRM, Exaopc, PACE and “Yokogawa”
respectively

B JanbHenwem wumeHyembimn CENTUM VP,
Prosafe-RS, PRM, Exaopc, PACE n «HokoraBa»
COOTBETCTBEHHO

CENTUM VP is an industrial distributed control
system.

Prosafe-RS is an industrial safety system.

PRM is a software package capable of centralized
management of large amounts of data from
instrumentation, actuators and other production

equipment.
Exaopc — Yokogawa OPC server for
communication between different control
systems.

PACE - Platform for Advanced Control and
Estimation (Advanced Process Control).

KICS for Nodes is an industrial grade cybersecurity
software product for industrial automation
endpoint protection.

CENTUM VP - 3T0 MpPOMbILLIEHHAA
pacnpegeneHHasa cMcTema ynpasieHuA.
Prosafe-RS — 310 npombiWwneHHan
NPOTUBOABAPUAHON 3aLMTDI.

PRM — 370 nporpammHbIii nakeT, CnocobHbIA
OCYLLEeCTBAATb LUEHTPaAn30BaHHOE Ynpas/ieHune
60/blWNMKU 0OBEMAMWN OAHHBIX OT KOHTPOJIbHO-
N3MEpUTE/bHbIX NpPUbOpPOB, WUCMOAHUTENBHBIX
YCTPOMCTB, @ TakXKe  NpOM3BOACTBEHHOrO
obopynoBaHus.

Exaopc — OPC cepeep dupmbl «Mokorasa» ana

cucrTema

cBA3U MeXay  pas’anyHbIMU cucremamm
yrpaBieHus.
PACE - cuctema  ycOBepilUEHCTBOBAHHOrO

yNpaBieHUs TEXHONOTMYECKUM NPOLLECCOM.
Mporpammubiit npoayKT KICS for Nodes aBnsetca
Crneumasm3anpoBaHHbIM nporpammHbIm
NPOAYKTOM AAA 3alluyTbl KOHEYHbIX Y3/10B B
cUCTEMAX MPOMBILIIEHHOW aBTOMaTHU3aLMK.
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“Yokogawa” and “Kaspersky” hereby agree on
the following statement regarding possibility to
use the named products on a common system and
their compatibility:

«JlabopaTtopua Kacnepckoro»
HacToAWNM noaTeepxAaatoT cnepylolee
3aAB/eHME  OTHOCUTENbHO MCNONb30BAHUA
YKa3aHHbIX NPOAYKTOB B paMKax e41MHOU CUCTEMDI
N MX COBMECTUMOCTU:

«Mokorasa» w

“Yokogawa” and “Kaspersky” have carried out
extensive compatibility tests for the joint use of
their products within single system. The outcome
of the tests was that, subject to their individual
system requirements, the products are
compatible and can be used jointly.

«Mokorasa» u «Jlabopatopua Kacnepckoro»
npoBeu BCECTOPOHHWE TeCTbl Ha COBMECTUMOCTb
UX MPOAYKTOB NpW ogHOBpemeHHOW pabote B
coctaBe eguHoM cucTembl. B pesynbrate
TeCTUPOBaHMA BbIN0 YCTAHOBAEHOD, YTO MPOAYKTb!,
C YY46TOM WX MHAMBUAYANbHbIX CUCTEMHbIX
TpebOoBaHUI, ABNAIOTCA COBMECTUMbIMU U MOTYyT
MCMNO/b30BaTLCA B PAMKax eAUHOM CUCTEMBI.

In case both products are installed and used within
the same system this may contribute to fulfillment

Mcnonb3oBaHMe MNPOAYKTOB B pPamMKax enuHoOM
cumctembl  CnocoBCTByeT BbIMOAHEHUIO OCHOBHbIX

notice that KICS for Nodes product executed
certain cybersecurity defense functions. To ensure
the integrated information security of the APCS
based on the above mentioned software and
hardware components, an extended set of
protection software approved by Yokogawa
should be implemented.

of essential cybersecurity requirements in | TpeboBaHuii, npeabsABAAeMbIX K

industrial automation process control systems. NHPOPMaLNOHHOM 6e3onacHoOCTH
aBTOMaTU3UPOBAHHBLIX  CMCTEM  yMNpaBAeHuA
NPOMbILWNEHHbIX OOBEKTOB.

At the same time “Yokogawa” and “Kaspersky” | Mpn 3tom «Wokorasa» u «JlabopaTtopua

Kacnepckoro» obpalualoT sHMMaHue Ha TO, 4YTO
npoaykt KICS for Nodes BbinosHseT cTporo
onpeaenerHHole  GYyHKLUK 3awmtel.  AnA
obecrneyeHns KOMMAEKCHOW WHPOPMaLNOHHOM
6esonacHocTh ACY TN Ha 6a3e yKa3aHHbIX Bbiwe
NporpammHo-annapaTHbIX KOMMOHEHTOB caeayeT
NPUMEHATb  pacluMpeHHblid  Habop  cpepcTs
3aLWMThbI, TaKXKe 0406peHHbix «MoKorasar».

KICS for Nodes product codes compatible with
“Yokogawa” hardware and software components
are unigue and only available for purchase directly
from “Yokogawa”.

Koapi npoaykra KICS for Nodes, coBmectumble ¢
nporpamMmmHO-annapaTHbIMK KOMMOHEHTaMM
«Mokoraga», ABAAIOTCA  YHWMKaJbHbIMKW, W
OOCTYMHbI ANA NpUobpeTeHUsA TO/IbKO HanpaMyto
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